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Actions Answer Area

se the sys.fn_get_audit_file() function
to review and repaort on the trapped events.

Execute the following statement.

CEEATE EVENT SESSION
Listing=DBChangse OH DATABASE

ADD EVENT
zglzerver . object_altered ( SET
collect databaze name = (1)

ACTION ( sgl=server . =gl_text
c=gqlzerver nt_usernane
.=ql=erver server_principal_name
c=qlserver . client _hostname )
WHERE object_tvpe =
"DATABASE”
AND
zgl=erver database_name =
"Listings"

®O©

]
ADD TARGET packagel . event_file
{ SET filename =
N’ C:~Databaze~XE~Li=ting=DBChangs
WITH (STARTUP_STATE = OH):

Execute the following staterment.

ALTER EVENT SESSION
Listing=DBEChange

ON SERVER

STATE = START:

G0

lse the

sys fn_xe file_target read file()
function to review and report on the trapped
Events.

Execute the following statement.

CEEATE EVENT SESSION
Listing=DBChangse OH SERVEE

ADD EVENT
sglserver . object_altered ( SET
collect _databasze name = (1)

ACTION ( sglserver . =gl _tezxt
cEql=erver . nt_usernamne
.=qlserver . server principal_name
,=ql=server client _hostname )
WHERE object_tvpe =
"DATABASE”
AND
zglzerver . databaze namne =
"Listings’
]
ADD TARGET packagel event_file
{ SET filenames =
H'C:~Databa=ze~XE~Listing=zDBChangs
WITH (STARETUP_STATE = OH);

Answer:
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ADD EVENT
Actinns zqlserver object_altered [ SET
collect_databa=e name = (1)

ACTION { =ql=server =gl text
.=qlserver nt_usernane -

,eqlserver server_principal name |
.=qlserver client_hostname ) |
WHERE object_tvpe = I

Execute the following statement.

se the sys.fn_get_audit_file() fu*nctiun
to review and report an the trapped events. I

pims—— |

Execute the following statement.

CREATE EVENT SESSION &

ListingsDBChange ON DATABASE ALTER EVENT SESSION

ADD EVENT Listing=DBChangs
sgl=szerver object_altered ( SET CN SERVER
collect _databasze name = (1) * STATE = START:
ACTION ( sgl=serwver . =gl_text GO
.=glserver . nt_usernans n =g the .

.=ql=erver server_principal_name

c=qlserver . client _hostname ) |

WHERE object_tvpe = L

"DATABASE”
AND

zgl=s=erver database _name =

"Listings’ @

)
ADD TARGET packagel . event_file
{ SET filename =
N’ C:~Databaze~XE~Li=ting=DBChangs
WITH (STARTUP_STATE = OH):

sys . fn_xe_file_target_read_file()
function to reviewr and report on the trapped
Events. -

®
®

| Execute the following statement.

ALTER EVENT SESSION
Listing=DBEChange

ON SERVER

STATE = START:

G0

se the
sys fn_xe file_target read file() -
function to review and report on the trapped;
events.

| Execute the following statement.

CEEATE EVENT SESSION
| Li=ting=sDBChange ON SERVER

ADD EVENT
sglserver . object_altered ( SET
collect _database name = (1)

ACTION ( sglserver.=gl_tezt

{ cEql=erver .nt_ussernamne
.=qlserver . server principal_name
c=ql=erver client _hostname )
WHERE object_tvpe =

"DATABASE"

( AND

zglzerver . databaze namne =

"Listings’
)

ADD TARGET packagel event_file

{ SET filenames =

H'C:~Databa=ze~XE~Listing=zDBChanges

WITH (STARETUP_STATE = OH);

Explanation
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Actions Answer Area

Use the sys.fn_get_audit_file() function Execute the following statement.

to review and report on the trapped events.
CREATE EVENT SESSION

ListingsDEChange ON SERVER

Execute the following statement, ADD EVENT
sqlserver.object_altered ( SET
CREATE EVENT SESSION collect_database_name = (1)
ListingsDBChange ON DATABASE ACTION ( sglserver.sql_text
ADD EVENT ,sqlserver nt_usernamne
sqlserver object_altered ( SET .sqlserver. server_ principal_name
collect_database_name = (1) ,sqlserver client_hostname )
ACTION ( sglserver.sgl_text WHERE object_type =
.sglserver nt_username "DATABASE”
.sqlserver.server_ principal_nane AND
.sglserver client_hostname ) sqlserver database_name =
WHERE object_type = ‘Listings’
‘DATABASE’ )
AND (::) ADD TARGET packagel.ewvent_file (::)
=qlserver database name = { SET filename =
‘Listings’ @ N’ C:\Database XExListingsDBChange @

WITH (STARTUP_STATE = ON):

)
ADD TARGET packagel.event_file
{ SET filename = -
N’C:\DatabaseKE\ListingsDBChange Execute the following staterment.
WITH (STARTUP_STATE = ON):

ALTER EVENT SESSION

Execute the following statement. ListingsDBChange
ON SERVER

ALTER EVENT SESSION S ey

ListingsDBChange

ON SERVER

STATE = START:

GO Use the
sys.fn_xe_file_target_read_file()

s he function to review and report on the trapped

events.

sys.fn_xe_file_target_read_file()
function to review and report on the trapped
events.

Execute the following statement.

CREATE EVENT SESSION
ListingsDBChange ON SERVER

ADD EVENT
sqlserver .object_altered ( SET
collect_database_name = (1)

ACTION ( sglserver.sql_text
.sqlserver nt_username
.=qlserver server_ principal_name
.eqlserver client_hostnamne )
WHERE object_type =
"DATABASE”
AND
sqlserver .database_name =
‘Listings’
)
ADD TARGET packagel . event_file
{ SET filename =
N'C:\Database\{E:\ListingsDEChange
WITH (STARTUP_STATE = ON):

QUESTION NO: 2
ListTest7—ZXR—ADES{LEHEZR T L ICHLELZIDOOAVR—FNEENRTTH
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? TNTIROELVWERRBRED—FZ2RLTVET,
FENTAEL VEBREIRSAD NOMEN BV ET,
A SR AZ—F—

B. SLEAE

C.EICEStENTVBRZAN

D. FIEES1LF¥—

E.—EANAZ—F—

F. F—ZR—AYAR—F—

Answer: ACD

Explanation

References:
https://docs.microsoft.com/en-us/sql/relational-databases/security/encryption/create-and-
store-column-masterkey

QUESTION NO: 3
ListTest7F—ZXR—AANDH—=N—LRIDT IV LRAZBKITIHBENHVYFT,
adatumEA BN ZEFESNETITH ?

ZZ2BICF, BYBEEZELWVEMICRZYILET,

BEZFIEMFERATICEE, FoE<ERALBVIEETEET,

ATV ERRTDICE. RAVEOPEN—%2RZYITTEIHN, RAVO—ITEIHEN

HVEXRT,
EFAENRELUVEREIRAS D NOMENF HYET,
Code Elements Answer Area

@name = N'ADatumDBAFirewallRule',
EXECUTE sp_set_firewall_rule

] ) {istart_ip_address =
EXEC sp_set_database firewall _male

iend_ip_address =

‘ 131.107.1.¢'

‘131.107.5.6'

127.00.1

‘2552552550

0.0.0.0°

Answer:
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Code Elements Answer Area

EXECUTE sp_set_firewall_rule 1 \[EXECL’TE sp_set_firewall _rule |
————————— .

i start_ip_address =

]
I EXEC sp_set_database_firewall_rule "131.107.1.6'
A3 HE.L J @end_ip_address= 1 131 107 5.6°
___________________ i
| '131.107.5.6' i
I T
"127.0.0.1

Explanation
Answer Area

ifgname = N'ADatumDBAFirewallRule',
EXECUTE sp_set_firewall_rule

tart ip address =
it o 131.107.1.6'

@end_ip_address = "131.107.5.6°

QUESTION NO: 4

BMiBEHER T LD ICEEZBRAITILNEN B ET,
EDIDOT I AVEIEFICERITLETH?
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Actions

‘ Create and start a server audit. ‘

‘ Configure a database audit specification. ‘

‘ Enable auditing for failed and successful logins. ‘

‘ Read the audi file. ‘ @
‘ Enable C2 audit mode. ‘ @

Answer:

Actions

Create and start a serer audit.

;Cunﬁgure a database audit specification. 1

FEnabIe auditing faor failed and successful logins.

ITRead the audit file. J @
l_EnabIe C2 audit mode. * @

Explanation

Actions

‘ Create and start a server audit.

‘ Configure a database audit specification. |

‘ Enable auditing for failed and successful logins.

‘Read the audit file | @
‘ Enable C2 audit mode. | @

References:

http://solutioncenter.apexsql.com/how-to-setup-and-use-sql-server-audit-feature/

QUESTION NO: 5

Answer Area

Answer Area

©®

Answer Area

OO,

‘ Create and start a server audit.

‘ Enable auditing for failed and successful logins.

‘ Configure a database audit specification.

ListTest7*—XR—ANERZRETILENH KT,

EDAT—MXVNZEHFICEALETH ?

©O

ZABICE, BYBNEXDOUARNSEZEEBICBEL T, ELWVEFTENKT,
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Statements Answer Area

ALTER EVENT SESSION XE azuresqldbListing
ON DATABASE

STATE=START:

GO

CREATE

EVENT SESSION XE_azuresgldbListing
ON DATABASE

ADD EVENT
sqlserver.sgl_statement_starting

(

ACTION (sqlserver.sql text)

WHERE statement LIKE '%UPDATE Client%"'
)
ADD TARGET

package0.ring buffer

(SET

max_memory = 500 --Units of KB
):

GO

SELECT *
FROM sys.fn xe file target_read file
('"XE_azuresgldbListing', NULL, NULL, NULL)

SELECT CAST ([target data] AS XML) AS
target_data

FROM sys.dm_xe sessions AS xt

INNER JOIN sys.dm xe sessions AS xs

ON xs.address = xt.event_ session_address
WHERE xs.name = N'XE azuresgldbListing’
AND xt.target name =_N'rinq_buffer'

Answer:

Statements Answer Area

ALTER EVENT SESSION XE azuresgldbListing
ON DATABASE
STATE=START;

CREATE
EVENT SESSION XE_azuresgldbListing

GO ON DATABASE

ADD EVENT
- Zi iy AT ot i G T o Bl i T ey T iR T e sglserver.sgl statement starting
CREATE {

ACTION (sqlserver.sgl text)

I
I

I

I

I

I

EVENT SESSTON'XE_asureagldblisting WHERE statement LIKE 'SUPDATE Client%' 1
I

I

I

I

I

I

I

ON DATABASE

ADD EVENT

sglserver.sgl statement_ starting

(

ACTION (sqlserver.sql text)

WHERE statement LIKE '%UPDATE Client%'
)
ADD TARGET
packagel.ring_buffer

(SET

max_memory = 500 --Units of KB
i

)

ADD TARGET
package0.ring_buffer

{SET

max_memory = 500 --Units of KB

;

GO

ALTER EVENT SESSION XE azuresgldbListing

1 I

| |
GO ON DATABASE |

: STATE=START;

I GO |
SELECT * | !
FROM sys.fn xe file target_read file ] |
('XE_azuresgldbListing',NULL, NULL, NULL) | — — — — — — — — — — — — — — — — — — — — — — — — — — v

1

! SELECT CAST ([target data] AS XML) AS
! target_data

1 FROM sys.dm_xe sessions AS xt

| INNER JOIN sys.dm xe sessions AS xs
1

1

1

|

SELECT CAST ([target_data] AS XML) AS
target_data

FROM sys.dm xe sessions AS xt

INNER JOIN sys.dm xe sessions AS xs

ON xs.address = xt.event session_address
WHERE xs.name = N'XE_azuresqgldbListing'
AND xt.target name = N'ring buffer'

ON xs.address = xt.event_session_address ‘
WHERE xs.name = N'XE_azuresgldbListing’ ;
AND xt.target name = N'ring buffer’ ‘

Explanation
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CREATE

EVENT SESSION XE azuresqldbListing

ON DATABASE

ADD EVENT

sqlserver.sql statement starting

(

ACTION (sglserver.sql text)

WHERE statement LIKE "%UPDATE Clients%®

)

ADD TARGET

packagel.ring buffer

(SET

max memory = 500 --Units of KB
)

GO

ALTER EVENT SESSION XE azuresgldbListing
ON DATABASE

STATE=5TART;

=0

SELECT CAST ([target data] AS XML) AS
target data

FROM sys.dm Xe sessions AS Xt

INNER JOIN sys.dm xXe sessions AS Xs

ON xs.address = xt.event session_address
WHERE xs.name = N'XE azuresgldblListing’
AND xt.target name = N'ring buffer’

-
r

QUESTION NO: 6

Azure

SQALF—ER—ANEUF—EZR—AT—)IHFD7—0O0— REFEANZ—2VICELTWS A
ESHEFFELTVET,
ISATFAYIF—RR—ARSIHHS 321y k (eDTUs ) EBRITSEND2ODF
EREHYVETH?

TNThOERREIELEBZRRLET,

A. sys.dm_os_wait_stats D 7F— X Z &L £ T,

B. F—3ZR—AIVISUFI1—_2I T RNAHFZETLET,
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CH—EAB7RNAHF—2RTLET,

D. sys.dm_db_resource_statsD 7 — X Z&KFtL £ T,

E. sys.dm_os_performance_countersD 7 — X Z &5+ 9 %,
Answer: D E

QUESTION NO: 7

SUAMEERNEHZRBLETLEDIC, VAN F—=ER—AZNVITYVYTITIHLEND
WET,

ENIDOT OV EIEBIZETLETHL?

ZBEZ2BICE, BYOABTO3a&TOIAVIARNSTOH—TITFTICEBHL, ELWVIE
FTHELET,

Actions Answer Area

Create a database snapshot.

Create storage keys.

Create a credential.

®©
©O

Back up the database to Azure Blob storage.

Create a database copy.

Answer:

Actions Answer Area

i Create a database snapshot. Creata e

Create storage keys.

- Crogtedaiomdenital, 000 [ T shew mmiem mmrem cmiim s i
- @ Back up the database to Azure Blob storage.

e

o
=
m
i)
o
m
]
-1
[}
=
@i

[Lwr)
m
=
o

=
o

©O

| Back up the database to Azure Blob storage.

Explanation
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Actions Answer Area
Create a database snapshot. Create a credential.
Create storage keys. Create storage keys.

Create a credential. Back up the database to Azure Blob storage. :

Back up the database to Azure Blob storage.

Create a database copy.

QUESTION NO: 8
ListingsT—ZX—ANETHAMEEETDILHOV ) 1—2 3 2#HRBRIZIMLEN HYE
9,
ENIDOT VAV EIEBILERTIDCEZHEOLETHL?
ZBZ2ABDICE, BYBTOa&2&TOIAVIARSTOH—TUTICBHL, ELVIE
FTEBRELET,

Actions Answer Area

Configure availability groups that have the primary replica on
an Azure virtual machine and a secondary read-only replica
in the main office.

Configure mirroring between the Azure vitual machine and
the main office in high-safety mode that supports automatic
failover.

Create a failover cluster between ZGLT and an Azure virtual
maching,

®©
OO,

Configure a SCL Server instance on an Azure vitual maching
as the witness for database mirroring.

Configure availability groups between two Azure wirtual
machines in geographically dispersed zones. Place a
secondary read-only replica on the secand virtual machine.

Create a WPM tunnel between the main office and the Azure
virtual machine.

Answer:
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Actions

Answer Area

Configure availability groups that have the primary replica on
I an Azure virtual machine and 2 secondary read-only replica
I in the main office.

- T 2 ;
Configure mirroring between the Azure vitual machine and
the main office in high-safety mode that supports automatic

failover.

Create a failover cluster between SCL1 and an Azure virtual
machine.

Configure a SCL Server instance on an Azure virtual maching
as the witness for database mirroring.

Configure availability groups between two Azure wirtual
machines in geographically dispersed zones. Place a
secondary read-only replica on the secand virtual machine.

Create a WPM tunnel between the main office and the Azure
vitual machine.

Explanation
Actions

Configure availability groups that have the primary replica on
an Azure virtual machine and a secondary read-only replica
in the main office.

Configure mirroring between the Azure vitual machine and
the main office in high-safety mode that supports automatic
failover.

Create a failover cluster between SQL1 and an Azure virtual
rmachine.

Configure a SQL Server instance on an Azure virtual machine
as the witness for database mirroring.

Configure availability groups between two Azure virtual
machines in geographically dispersed zones. Place a
secondary read-only replica on the second virtual machine.

Create a VPN tunnel between the main office and the Azure
vitual machine.

QUESTION NO: 9

Create a %PM tunnel between the main office and the Azure
virtual machine.

Configure mirroring between the Azure virtual machine and
the main office in high-safety mode that supports automatic
failover.

®
©

@&

Configure a SCOL Server instance on an Azure virtual maching
as the witness for database mirroring.

Answer Area

Create a VPN tunnel between the main office and the Azure
virtual machine.

Configure mirroring between the Azure virtual machine and
the main office in high-safety mode that supports automatic
failover.

Configure a SQL Server instance on an Azure vitual machine

as the witness for database miroring.

ListTest7?—ZR—AONY OTF Y7V )1—23 2 ZHRIDBENBYET,

HRICMAZEOIXNETTHL?

A.F—R2BT77)r—>3> (DAC) 2L £,

B.bcpAN RZFEALET,

C. SQL Server Migration Assistant ( SSMA ) ZEAL £,
D. *—&RBF77)7r—>3> (DAC)EZIVAR—KLET,

Answer: D

®
O

©O
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QUESTION NO: 10

DATA VI TF—EIR—RAZIVTIRICBITTRLEHIC, Y)I1—23 0 2HERTHIHLEN
HVET,

MZzHEOHLETH ?

A. FEDOFIC, AzurelRI8Y > TlistingsT—2ZR—AZEAT—I T LET,

Z1E#(Z, SQL Server Management

StudioZFEAL THAEA ST—RAVR—KNELET,

B. BiTHDHIIC, &Nt &AzurefRIEX> VOB TOVEMEERELET,
HEENAEFELEPRIC, BERNBEATINYIOTYTE#EZTL, EHAEVICNYOTY T #E
L, EHhZVETSAR)OEREICTIVERZET,
C.ELERIIEENYITYTHETL, NVIOT YT ZAzurefR¥EBI>IZERTLET,

D. At EAzurelfRENS VBEON— L7V —23a > &2EBLUET,

Answer: B

QUESTION NO: 11

DAT AT TF—ER—RAZVTIVRIBITITRLEHIC, YD1—23 0 2HERTIMLEN
HY)ET,

MzHe8mdLETH?

A. EEDHIC, AzurefR# X< > TlistingsT—2RXR—AZAT—I 2 LET,

Z1E#(Z, SQL Server Management

StudioZEAL TERUL ST—RAKR—K2Z2LET,

B. Xt & AzurefREBX VEDOIZ—D) T ZBMILET,

FEENTWVWBELERIC, AzurefRENS D OZIZ—-V2 T 0&EZTZAI ) —/N—IC
ZEL, E5—ZHMHLET,

C.EIFICEENYITYTERITL, NV IOTY T ZAzurelREIXI VICETLET,

D. Ktt & AzurefREX > VEONY—J L7V T—23 0 2L ET,

Answer: B

Explanation
https://blogs.msdn.microsoft.com/buckwoody/2013/01/08/microsoft-windows-azure-disaster-
recovery-options-fo

QUESTION NO: 12

Host1h' 5 F—ZR—ADHEEZFELTVWET,
MEDETRICT—RENYITYTIBLEHICERATRIFEERETIXLEN HYET,
CHOEEZERTZEOD2OOTEREEZFATTA ?
ThENOEREEZLLEHBEZRERLET,

A. BACKUP TO URL

B. AlwaysOn failover clustering

C. a maintenance plan

D. AlwaysOn Availability Groups

Answer: A C

QUESTION NO: 13
CWDBF—ZXR—ADITLARILOEFIVTAZEREITSZFETT,
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Code elements Answer area
‘ ADD BLOCK PREDICATE restriction.fn_limitusers (CRS) CREATE SECURITY POLICY CSRFILTER
ADD FILTER PREDICATE restriction.fn limitusers (CRS) @ l :
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Code element ]
‘ WITH (STATE = ON)
‘ WITH SCHEMABINDING
Answer:
Code elements Answer area
ADD BLOCK PREDICATE restric:tion.fn_limitusers (CRS) CREATE SECURITY POLICY CSRFILTER

| ADD FILTER PREDICATE restriction.fn_limitusers (CRS) ADD FILTER PREDICATE restriction.fn limitusers (C

ON Personallnfo

[
I WITH (STATE = ON)

ON CWDB

t ON Personallnfo

(WITH (STATE = ON)

[_WI TH SCHEMABINDING I

Explanation
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Answer area

CREATE SECURITY POLICY CSRFILTER

ADD FILTER PREDICATE restriction.fn limitusers (CRS)

ON Perscnallnfo

WITH (STATE = ON)

References:
https://msdn.microsoft.com/en-us/library/dn765131.aspx

QUESTION NO: 14
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Actions Answer Area

‘ Ferfarm a point-in-time restore.

‘ MWodify the firewall rules.

‘ Fename the database.

‘ Enable Change Tracking.

O
OJO,

‘ Create a new Azure SOL database server,

‘ Delete the database.

‘ Migrate the database to an on-premiseas instance. ‘

Answer:
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Actions Answer Area

Ferform a point-intime restore. " ________________

] Rename the database. ] ——————————————— .

Enable Change Tracking. N/ —T1T=c==c=c=c======== T

H_Create a new Azure SOL database server. J @

rDeIete the database. "

rMigrate the database to an on-premises instancej

Explanation

Actions Answer Area

‘ Perform a point-in-time restore. ‘ Rename the database.

‘ Modify the firewall rules. [ Perform a point-in-time restore.

‘ Rename the database. ‘ Delete the database.

‘ Create a new Azure SCQL database server.

|
|
|

| Enable Change Tracking. | ®
1 ©
|

‘ Delete the database.

‘ Migrate the database to an on-premises instance. |

QUESTION NO: 15
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Answer: D

QUESTION NO: 16
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A. Windows Azure ANL—2 AL ENY VT YT EETR
B. OJ Hfa

C. AlwaysOna I IL—7°
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Answer: A
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